Based upon the idea that network functionality is impaired if two nodes in a network are sufficiently separated in terms of a given metric, we introduce two combinatorial pseudocut problems generalizing the classical min-cut and multi-cut problems. We expect the pseudocut problems will find broad relevance to the study of network reliability. We comprehensively analyze the computational complexity of the pseudocut problems and provide three approximation algorithms for these problems.
INTRODUCTION
Many studies of network vulnerability, or the degree to which the functionality of a network may be disrupted by failures, have incorporated connectivity as a fundamental measure of network functionality [1, 2] . Whatever functionality a network may provide to a pair of nodes is usually absent if the pair is disconnected. In this work, we generalize the idea of network impairment resulting from disconnection of network elements to impairment upon sufficient separation in the network according to a given metric; that is, if d (s, t ) > T for two vertices s, t, distance metric d, and threshold T .
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Contributions: Based upon this idea of functionality impairment under sufficient separation, we introduce novel T -separation analogues to the the min-cut and multi-cut problem [5, 6] , T-PCUT and T-MULTI-PCUT, respectively. These problems are formally defined in Section 2. In Section 3, we analyze the computational complexity of these two problems, and in Section 4, we present GEN, an O (log n)-approximation algorithm, and FEN, a (T + 1)approximation algorithm. In addition, we provide GEST, an efficient, randomized algorithm with probabilistic performance guarantee: with probability 1 − 1/n, GEST returns a feasible solution with cost within ratio O (αδ T + log k ) of optimal, where k is the number of pairs to T -separate, δ is the maximum degree in the graph, and α is user-defined parameter in (0, 1) which also impacts the running time of GEST. An experimental evaluation of these algorithms and a detailed discussion of related work is presented in the full version 1 .
PROBLEM DEFINITIONS
In this section, we introduce the vertex versions of the pseudocut problems; the edge versions are presented in the full version. Let T be an arbitrary but fixed constant throughout this section. The problems will take as input a triple (G, c, d ), where G is a directed graph G = (V , E); c : V → R + is a cost function on vertices representing the difficulty of removing each node; and d : E → R + is a length function on edges. For example, d (e) could be a QoS metric such as latency or packet loss on edge e. Although both c and d may be considered weight functions, we use cost for c and length for d to avoid confusion. The case when c (v) = 1 for all vertices is referred to as uniform cost, and the case when d (e) = 1 for all edges is referred to as uniform length. The distance d (u, v) between two vertices is the length of the d-weighted, directed, and shortest path between u and v; the cost c (W ) of set W of a set of vertices is the sum of the costs of individual vertices in W . Given triple (G, c, d ), and a target set of pairs of vertices of G, S = {(s 1 , t 1 ), (s 2 , t 2 ), . . . , (s k , t k )}, determine a minimum cost set W of vertices such that d (s i , t i ) > T for all i after the removal of W from G.
In the above two formulations, we emphasize that the threshold T is a fixed constant independent of the input. We will consider simple paths p = p 0 p 1 . . . p l ∈ G; that is, paths containing no cycles. Let P (s i , t i ) denote the set of simple paths p between (s i , t i ) ∈ S that satisfy the condition d (p) ≤ T , and let P = k i=1 P (s i , t i ).
COMPUTATIONAL COMPLEXITY
In this section, we summarize our results from the full version on the computational complexity of the pseudocut problems. For uniformlength T-PCUT, we provide polynomial-time algoriths for specific special cases, although with arbitrary edge lengths the problem is shown to be NP-hard. For uniform length, cost T-MULTI-PCUT, an approximation-preserving from the vertex cover problem [7] exists. 
APPROXIMATION ALGORITHMS
In this section, we present three approximation algorithms for arbitrary vertex cost T-MULTI-PCUT, when the length function on edges is bounded below: d (e) > q min for some constant q min > 0. Let T 0 = T /q min . Then, all paths in P can be enumerated in O (n T 0 ). Furthermore, an optimal solution S of vertices must intersect every path in P. Thus, T-MULTI-PCUT may be considered as a special case of the set covering problem [7] , where the paths correspond to the elements to be covered and vertices correspond to sets. More details are presented in the full version.
Then, we have two approximation algorithms for set cover that apply: the greedy algorithm (GEN), choosing at each iteration the vertex covering the most paths in P, and the frequency rounding algorithm (FEN) based upon the optimal solution to the linear program corresponding to the set cover instance [7] . The following theorems are proved in the full version. Although GEN, FEN both run in polynomial time, the enumeration of all paths at most length T may be very expensive. Therefore, we formulate a probabilistic approximation algorithm, GEST, which is similar to GEN except that GEST estimates which node intersects the most paths; to perform this estimation, GEST samples paths in the following way: for each pair (s, t ) ∈ S, a path beginning from s is sampled by randomly walking from s until the path exceeds the length T or until t is reached; if t is reached, the sampled path is valid. The number τ (S ) of such paths a set S of vertices intersects is estimated using the probability of the path, which is computed iteratively: each step i in the random walk multiplies the probability of the path by 1/n i , where n i is the number of available vertices at step i. If set S intersects a valid sampled path p, with Pr (p) = η, then the estimated number of paths between (s, t ) that S intersects is increased by 1/η. In the full version, we show that this estimator is unbiased and prove the following bound on the number of samples required to get a good estimate σ (S ). Lemma 4.3. Let the number of paths sampled for each (s, t ) ∈ S be at least L = 3k 2 log(2n 2 )/2α 2 , where α ∈ (0, 1). Then, given a set S ⊆ V and δ as the maximum degree in G, the inequality |τ (S ) − σ (S )| < αδ T 0 holds with probability at least 1 − 1/n 3 . Lemma 4.3 allows us to prove the following probabilistic performance guarantee for GEST. The proof is detailed in the full version. Theorem 4.4. Given an instance (G, c, d, S) of uniform vertex cost T-MULTI-PCUT whose length function d is bounded below, let δ be the maximum degree in G, and let α ∈ (0, 1). With probability at least 1 − 1/n, GEST returns a feasible solution W with cost within ratio O αδ T 0 + log |S| of optimal. The running time of GEST is O (k 3 n log(2n 2 )/2α 2 ).
